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Mpasuno N2 1. 5
He oTkpbiBauTe B UHTEepHeTe

o ™

He3HaKOMbIe CaAUTbl U HEe CKauMBauTe
nopo3spurtenbHbie paunbl

0
2,
©
©

3arpy)xaurte ¢pansibl ToN1bKO
€ AOBepeHHbIX CAUTOB.

Ecnu Bbl 3ain Ha Maslo3HAKOMBbIM CAUT M MPU 3TOM BaM YTO-TO
nokasasiocb B HEM MOA03PUTESNbHbBIM, NlyYlle ByaAeT 3aKpbITb
NOO06HbIN pecypc, HaXaB Ha KpeCcTUK Ha ero Bknagke
(o6bIl4HO pacnosiaraeTcs cnpaBa, ob6o3HavaeTca X).

Ecnn HesHakoMbIM canT NpepnaraeTt BaM ckadyaTb
KaKyto-1M6o HEMOHATHYO MPOorpaMMmy, OTKaxmTecob oT
cKauymBaHUs — 3TO MOXET 6biTb BUPYC.

[Nepepn HavYanoM paboTbl B VIHTepHeTe noTpebyeTcs
pabéoTtawas aHTUBUPYCHaA NporpamMMa — oHa npenoTBpaTmuT
BO3MOXHOE BbIMOIHEHME 3NTOBPEAHbIX NPpOorpamMm n éyaet
perynsapHo npoBepsTb KOMMbIOTEP HA HaTM4YMe BUPYCOB.

Ecnu Bbl pasgyMbiBanTe 0 TOM, CTOUT U NePenTU NO HEMOHATHOMN
CCbINIKE UM 3arpy3nTb HEMOHATHYIO NPOrpamMMy, Syylle oTKaxumTech
OT 3TOr0 — UMEHHO Ha 3TO paccUYUTaHbl BPeAOHOCHbIE MPUIOXEHUS,
NporpaMMbl-BUPYCbl UM OMAaCHbIE CalTbl, KOTOPbIE 3apaXatoT Ball
KOMMbOTEP.
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MpaBuno N2 2, o
3awmTa NoYThl OT HEXenaTenbHbIX &>
nuceM (cnama).

CnamM (SPAM) -370 nucbMa, koTopble MpUXoAaT Ha Bally 3/TEKTPOHHYHO
MoYTy OT peksiamogaTesnen unm itofen, KoTopbix Bbl HE 3HaeTe
(3avacTyro MOLLIEHHUKOB).

BrnonHe BO3MOXHO, YTO B 3TUX MMUCbMax COLepXaTCcs BUPYChI

WU MHble BPeLOHOCHbIE BNTIOXEHUS, @ TakxXe ccbinkn. Kpome Toro,
B TaKOM MMCbMe Bac MOryT MOMNpPOCUTb NePenTn Ha canTbl,

roe noTpebyeTcsa HaNMcaTb Naposb OT Ballen NoYThl MM faHHble
6aHKOBCKOW KapThbl.

Ecnn BaM nnwyT, 4TO Bbl BHE3aAMHO
Bbinrpanm 10 MUNIMoOHOB 40ON1APOB,
cTanu Npu3epomMm noTepen nnm
npegnaratT 6bICTpO pasboraTteTb,
3apaboTaTb 6onblIMe OeHbrn
6ykBasibHO 3a 15 MUHYT paboThl

B A€Hb — 3TO o6MaH!

MncbMa oT Nogen, CepBUCOB M KOMMAaHUM,
KOTOpble BAM HEU3BECTHHbI,
cnepyeT cpasy yaanuTb, He YMTas.

He BepbTe pekname, kotTopas obellaeT BbIroOAHbIV OTAbIX 3a FrpaHULLEN,
HEeOXMNOAHHbIN Cyneprnpu3 UM o4eHb gelweBbit aBToMobub. Jllo6oe
Henpapgonono6Ho BbirogHoe npepgnoxerHme — 100%-m cnoco6
0o6MaHyTb OOBEPUYMBbLIX MOSib3OBaTENEN.
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NMpasuno N2 3, :

NMpu nokynke ToBapoB B
MHTEepPHEeT-MarasmHax coé6niogaunrte

OCTOPOXXHOCTbDb.

I'IpM MOKYyrnkKe ToBapoB B MHTEPHET-MarasmHax mnian npoydnx cepmcax
I'IpOBepﬂr/'lTe He3HaKoOMble Cal‘/JITbI, OCO6eHHO, eCJi1 Bbl

npvlo6peTaeTe YTO-TO HaA HUX BriepBble.

O,D,HO N3 NyyYwmnx cpenctB — HaJimdne OT3blIBOB O MarasmHe

nnnm cepBuUce.

CpaBHMBaﬁTe LLeHbl Ha TOBApbl B pa3HblIX MarasnHax.
HOCTapaﬁTer Y3HATb O MarasmHe n o ToBape no6onblue.

O6sa3aTenbHO U3yYnTe NpaBuna gocTaBku, NOKYMKK,
nHbopMaLMIo Mo rapaHTUK, BO3BpATy ToBapa MU T. M., yTOYHUTE,
npefocTaBNseT fin NpoaaBeL, KacCoBbIM Yek.

O6a3aTenbHO 3aNMOMHUTE, YTO HU MHTEPHET-MarasumH, HM 6aHK
HUKorga He 6yayT NpocuTb ykasaTtb PIN-koa Bawen 6aHKOBCKOM
KapTbl UM Naponb oT Ntoboro NMYHOro kKabmHeTa — 370 genaroT
Wb MOLEHHUKMN!
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NMpasuno N2 4,

NMoMeHbLue CBOUX peasibHbIX
AaHHbIX B UHTepHeTe.

3N0YyMBbILNEHHNKAM MOXET XBaTUTb Aaxe
He3Ha4YnTeNbHbIX CBEAEHUN — CKAaXeM,
MecTa y4ebbl, Ha3BaHUA CMOPTUBHOM
KoMaHAbl U T.M. — A8 OCYLLEeCTBNEeHUS
NPOTMBOMNpPAaBHbIX AENCTBUN.

Bbl Begb He 6yfgeTe cnnydyanHOMy Asae
U TEeTe B TOProBOM LLeHTpe

coobuwatb o cebe AaHHbIe, €C/ZINn OHU
nonpocsTt, BepHo? B NUHTepHeTe 3TOro
He csiegyeT aenarb TeM 6oJiee.

-

=5

B CeTn LoCTaToO4YHO 3N0BPEfHbIX PeCypPCoB, KOTOpble 6yayT HACTOMYMBO
NPOCUTb Bac HanucaTb o ceb6e JOCTOBEepPHY MHPopMaLumo ons
«BecnnaTHbIX MoOapPKOB» MM NPOYMX 3aMaH4YMBbIX BELLEN.
MpakTuyeckn BCcerga Ballv gaHHble B TARKOM criyvae 6yayT

MCrnoJib30BAaTb BO Bped BaM Xe.

Hwn B koeM cny4yae B VIHTepHeTe
He ocTaBNsNTE HE3HAKOMbIM
camTaMm, cepBmcaM u Noasam
HoMepa TeflepoHOB, MeCTO y4ebbl,
agpec n ®NO, paHHble CBOUX
apy3sen n 6nmnMs3Knx.

Hu B koeM cny4ae He
paccbinante ceon doTorpadum
HEe3HaKOMBbIM NINLLAM — TONbKO
C paspelleHunsa pogutenen!
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NMpasuno N2 5, :
YcTaHOBUTE QaHTUBUPYCHYIO 3aLUUTY &

Ha KOMMbIOTEP U PErYNAPHO O6HOBANTE AHTUBUPYCHYHO
nporpammy u ee 6a3bl.

Bupycbl nnu gpyrue 3noBpenHble NporpaMmbl CNOCOBHbI aTakoBaTb

nto60om KoMnbloTep — OT 06bIYHOrO cbopa CTAaTUCTUKU 0,0 KpaxXu cpencTs

C KapTbl UNU yOaneHus Bcex AaHHbIX Ha KoMnbtoTepe. [ToMHUTe, 4To pasmelleHmne
BUPYCOB Mo, BUOOM «MOME3HbIX» UMN KHEOBXOAUMbBIX» MPOrpaMM — U3N6NEeHHoe
CpencTBO MOLLEHHUKOB.

[nsa npoTuBooeNCcTBMA BUPYCaAM NCMOb3yeTCs
3dPeKkTBHOE CPencTBO — aHTUBUPYC.

YcTaHOBUTE aHTUBUPYC HA CBOW KOMMbIOTEP,
He 3abbiBaiTe perynsipHo o6HOBNATb
AHTUBUPYCHYIO NporpamMmmy m ee 6asbl.

Ecnun ycTtaHOBNEHHbIM aHTUBMPYC
cYMTaeT CauT, Ha KOTOPbIN Bbl XOTUTE
nepemnTn, NoJo3pUTENbHbIM — NyYylle
He pUcKoBaTb U NpPUCIYLLAaTbCs K
COBETYy NporpamMmsi.

He ckauymBanTe HenoHsATHble/Hemn3BecTHble palsibl U MPOrpamMMmbl
n3 VIHTepHeTa cebe Ha KOMMbloTEp.

Kaxngbih ckavyaHHbIN dpann

MpOBEpLTE AHTUBUPYCHOV Ecau yu Bt ckarasu nogoduutii

NPOrpaMMolt Ha Hamyme cpaiin/ npozpammy, ve omkpuibaiime
BUPYCOB. ez0, a nocmapaiimech hodbicmpee
ygaAuMb.
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NMpaBuno N2 6. :

ow V¥

CospaBanTe HaAeXXHbIX NApPosb

AN IMYHOIrO MOYTOBOIO AWMKA MU MPU
perncrpaunm Ha canmtax. Tak Bbl obesonacute ceba sle sl sl sl s7e
OT MOLLUEHHMKOB M NOTEPU TIUYHOM U BAXHOMN MHPOPMALUN.

Maponb gonxeH copepxatbe BYKBbI U LINMDPBI.

Ncnonb3syiTte PA3HBIE MAPOM ONA PA3HbIX CAUTOB,
a He oQuMH NS BCeX.

B kavectBe napons moxHo npuaymats CJIOBOCOYHETAHUME.
Hanpumep, «Moun gpyr Cawa 6eraet 2 pasa B Hees1to»
M COCTaBUTb Naposib N3 NnepBbiX 6YKB KaxX4oro c/ioBa,

Hanucas Mx naTuHULUen, a Takxe gobasms LUnuppy.
B pesynbrate nonyumntcs «MdSb2rvn». 3To HagexXHbiv naposib.

He 3abbiBanTe 3anmncbiBaTh Naponn n xpaHutb nx 8 HAEXXKHOM
MECTE.

HE TOBOPUWTE Baw napofsib He3HaKOMbIM JTIOAAM.
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NMpaBsuno N2 7, -
He nepexoauTe no >
NOAO3pPUTEsIbHbIM CCbIJZIKaAM

OyeHb YacTo cpean MOLIEHHUKOB MPUMEHAETCH TEXHOMOr S
duwmHra (phishing/fishing — «pbi6anka», «BblyXuBaHue»).

MepenTtn
B nogoenbHoe anekKTpoOHHOE NMUCbMO Mo cchifike

(KOTOpOe YacTo MOXET Ka3aTbCs BaXHbIM)
BCTaB/IAETCSA CCbIIKa, KOTopas AKo6bI
BeOeT Ha ObLen3BeCcTHbIV CanT.

Haxunmas Ha Hee, nonb3oBaTesb
nonagaeTt Ha BpeOOoHOCHbIN pecypc,
3a4acTyto € BUAY HEOT/IMYUMbIN OT
OPUrMHaNbHOTO.

s

[anee nonb3oBaTesb BBOAUT CBOU

YYeTHYIO 3anncb 1 Naposb

(B HEKOTOPbIX CNyYasax Oeno JOXo4UT r

00 OaHHbIX 6AHKOBCKUX KapT U

npo4en nepcoHanbHoM nHbopmaLmmn),

B pe3y/bTaTe Yero KoHpuaeHumanbHble

OaHHble NepexBaTblBAIOTCS 3/10yMbllIEHHUKAMM. Boiiti

YacTo noapocTKM NOsib3yTCA NporpaMMaMm 6bICTPbIX COO6LEHUN:

Skype, ICQ n gp., a Takxe coymanbHbiMM ceTaMun. Ccbiika Ha MOLLUEHHUYEeCKUM
camT MOXeT 6bITb NpUCIaHa n Yepes HUX (Hanpumep, oT B3STOMaHHbIX
y4YeTHbIX 3anmcen Ballnx 3HAKOMbIX 1 Apy3en). B Takom coobueHnm

MOXeT cofepXaTbCs Npocbba NPorosiocoBaTh 3a Kakyo-mbo

doTorpaduio nnm BUOEOPONUK.

NMporonocym 3a MeHA [b
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NMpasuno N2 8. -
Ucnonbsyute YouTube B pexume
6e30nacHOCTHU

o ™

Y nonynspHoro pecypca YouTube
eCcTb peXuM 6e3onacHoOCTH,

B KOTOPOM He oTobpaxatrTca MaTepuansl
ANA B3pOCabIX U MHPopMaumsa no
orpaHmM4YeHuMo BO3pacTa.

Ha4ye roeBops, 6e3onacHbI pexmm
MOMNyNaApPHOro cepBuca ctapaeTcsd caenatb
BCe, UTOObl CKPbITb HEXelaTellbHoe
cofepxumoe, Npuv 3TOM He yaanss
HUKaKme matepuanbi.

Ha cepBMC MOXHO 3arpy3mTb CO6CTBEHHOE BUAEO M HACTPOUTb ero
MPOCMOTP TaknM 06pasomM, 4HTOObI ero CMOrfiv NPOCMaTPMBAaTL JI1LWLb
onpeneneHHble Nob3oBaTenu.

BbibepuTe Npu 3arpyske ponmka onumto
«He B cnucke» nnu «J1nyHoex», 4Tobbl Balle
BMAEO 6blSIO LOCTYMNHO TOSIbKO T€M, KOMY Bbl
noBepsere.

He sarpyxaunTte Ha YouTube
coaepXuUMoe, KOTOpPoe MOXET
MoTeHLMaNnbHO HaBpeanTb BaM UuU
BaLMM B6NIN3KUM B ByayLLeEM.
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NMpaBuno N2 9, :

He oTkpbiBaMTe NOYTOBDbIE

o ™

coob6LuleHMe OT HEM3BECTHbIX
MCTOYHMKOB

JTto60M 3NeKTPOHHbIM MOYTOBbLIN ALLUK
MOXeT ObITb HACTPOEeH Tak, YTobbl n3beraTb

Nony4YyeHnsa nuceMm, npuwegmx v
onpenenieHHbIX aapPecoB UM CorflacHo

HeKOTOpPbIM Npasuiam.

OunbTpbl 3N1EKTPOHHOM MOYTbI
cnepyeT HACTPOUTb Tak, YTObbl
610KMpoBaTb MOTOK

HexXenaTtenbHbIX NMUceM (cnama).

Hu B koeM cnyyae He oTKpbiBauTe NUCbMa OT
He3HaKOMbIX JIlofAeU, KOMMaHUN, CEPBUCOB, a €C/IN YX
OTKPbISIN, TO HE OTKPbIBaNTE BIOXEHHbIe B HUX dalsibl,
He NepexoauTe Mo coaepXallMMCsa B HUX CCbisIKax.

B npoTuBHOM cny4yae Bbl pUCKyeTe cTaTb XepTBOM dULLIMHIA UK NOMbITKU
3arpy3Kku Ha Ball KOMMbloTep BPegOoHOCHOM NporpamMmMmbl.

NMeHHO Mo3TOMY nepBoﬁ NNHNEMn O60pOHbI OOJTKHbI ABMATbCHA
Bbl CaMU. BNTIOXXE€HUA UJTU Nepexon No CCbiJike MOXXKHO OTKpPbIBAaTb
TOJIbKO OT T€X O'rnpanreneﬁ, B KOTOPbIX Bbl TOYHO yBE€PEHDbI.
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NMpasuno N210. "
He o6uwantecb B UHTEepHeTe

-

C HE3HaKOMbIiMM NIOADMM

®
CpepnctB onga obuweHna B VIHTepHeTe xBaTaer: '
BCEBO3MOXHble MecCeHXepbl, MOYTOBbIE o
nporpamMmbl, OHIamH-4aTbl B 6pay3epax,
coumasnbHble CETU, OHNAWMH-UTPbI U T. 4. e)

Ecnun yepes noboe n3 3Tnux cpeacTs =~
OBLWEHUSA Bbl HAYANM NOMyYaTb HEXeNaTebHble,

HeNpPUATHbIE NN CTPAaHHbIE COOBLLEeHNS OT e)
NoAO3pPUTENIbHbBIX JIMYHOCTEN,

criegyeT NpekpaTuTb KOHTaKTbl C

nogo6HbIMM cobecegHMKaMMN.

BOI'IpOCbI, 3aaBaeMble MUMUN, MOTYT KaCaTbCH

{ JIMYHOW XU3HU NN OeATENIbHOCTU BalLUX
opysen/6nuskux. B nogasnawouiem

OONbLIMHCTBE C/ly4aeB 3TO 3/I0YMbILLUSTIEHHUKMW,

cTpeMsaLlmecs BblyaAuUTb y Bac nobosnblue

nHdopMaumm, YTobbl NONYYNTb 4OCTYN
K NepCcoOHabHbIM OAHHbIM.

Hu B koeM cnyyae He cornawamnTechb

Ha BCTPeYy C TaKUMU NtoabMU, YTO 6bl OHU
HW obelann, Kak 6bl ceba HM Ha3biBaIN

NN 3anyrmBanm Bac. 4

W,
e
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Mpasuno N2 11. 5

B UuTepHeTe 6yAabTe >

APYXenio6Hbl U €CTECTBEHHDI

O6uweHue B MIHTepHeTe BOBCE HE NOoApa3yMeBaeT TOro,
4YTO Bbl MOXeTe 6e3HaKa3aHHO Ka3aTbCa KEM-TO APYTUM.

Bawa peasnibHasa IM4HOCTb BCe paBHO cebd

CO BpeMeHeM NpoABUT (3TO NOATBEPAUT NtO6OM
MNCUXONOr), MO3TOMY MOCTapamTeCb HUKOMY HE FPyouTb,
He BblCKa3blBaTb PE3KMX CNOB, HE M34eBaTbCA N He NraTb.
NMpocTo BeguTe cebs kak 6naropasyMHbli YenoBek.

nOMHMTe, YTO BCe NPOTUBO3AKOHHDbIe AeﬁCTBMﬂ n
HeraTuBHblie BbiCKa3bliBaHUA B MHTepHeTe

-

noapasymeBaloT TaKylo XXe OTBeTCTBEHHOCTDb,

KakK U B peasibHOM Mupe! R
Wi § q,
MocTaBbTe ce6s HA MECTO APYrmx &'l"
nogen — Bbl cpasy nommeTte, Kak
HEMPUATHO YMTaTb XaMCTBO, rpy60CcTU g,
WMNN NMyraTbCA CEPbe3HbIX Yrpo3 OT
HE3HAaKOMbIX TMYHOCTEMN. g
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Mpasuno N2 12,

CkauumBante nHpopmMaumio ,

TOJZIbKO U3 NPOBEPEHHbIX UCTOYHMKOB

B anekTpOHHbIX MMCbMax, NporpaMmmMax 6bICTPbIX
coobuweHmna (ICQ, Skype n T.n.) eCTb BO3MOXHOCTb
nepecbiikn apyr gpyry ¢amnos. Ctapamtecb He
NpuHUMaTb ¢ansibl OT HE3HAKOMbIX NCTOYHUKOB,
Kak ©bl OHN HE MMEHOBAJTINCb N YTO Obl
OTnpaBuTESlb BAM HU FOBOPUII.

YacTo 3Nn10yMbllNEHHNKM BKIAAbIBAOT .
B NMCbMa UJIN paccblNatoT Yepes
MecceHOXepbl apXMBbI.

* ECcnun Bbl HE3HAKOMBbI C OTNpaBuTeneM, nydwe Takon damni He ckauymBaTb.
* Ecnm Bbl NO HEOCTOPOXHOCTM BCE-TAKWM CKAvau ero, obasartesibHoO
NpoBepbTEe €ro Nocsie 3Toro aHTUBUPYCHOM NPOrPaMMON.

Haxe ckavaHHaa nporpaMma He CMOXET NPUYUNHUTDL BaM yulepba 00 Tex
nop, Moka Bbl He NonblTaeTeChb ee OTKPbITb (Hanpumep, apxme ZIP) nnu
3anyctutb (Hanpumep, dann popmata EXE).

Heo6xoguMbie ana yuebbl USIM UHOU AEATENIbHOCTU
nporpamMmbl fiyylle cKkauuBaTtb ¢ opuumanbHOro canta
pa3paboTyMKoB, a He ¢ GaNTO06MEHHNKOB — 3TO rapaHTUs
TOrro, YTO Bbl HE 3aHeceTe NpPU cKauMBaHMM Ha Ball
KOMMbOTEP BUPYC U NONYyYUTE NOCNEOHIO BEPCUIO HY>XHOMN
nporpamMmMsil.
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NMpasuno N213.

BbyabTe npeaenbHO BHUMATEIbHbI
npuv peanbHOM BCTpeue

C MHTEPHEeT-ApPYroM.

I'Iepe,u, TeM, KaK BCTPETUTbCA C KeM-nméo B peaanof/ﬁ XU3HMWN,
He 6onTecb NokasaTbcs OCTOPOXHbIMN — I'IOCTapal\/JITer
paccnpocnTb CBOUX 3HAKOMbIX U ,D,py3€l\/ll, mn3pecTteH Jin

MM TOT HennoBekK, C KOTOPbIM Bbl XOTUTE BCTPETUTBLCH,

4TO OHMN O HEM FOBOPAT.

CoBceM Henoxo 6yaeTt NpMBecTU C cCoO60M Ha
NepBYIO peasibHYy BCTPeYy CBOUX poauTenen,
CTECHATbLCA 3TOro He creayer.
HoBoro 3Hakomoro

Takxe nonpocmTe NpuBecTun

C CO60M CBOUX POAHDIX.

Ecnu B Kakon-ToO MOMEHT
BPEMEHU Bbl MOHMMaEeTe,

YTO Ob6LLEHNE C HOBbIM
«OpPYromM» 3axoguT B TYMNUK
NN NOET NO HEMOHATHOMY
0719 BaC CLLEHAaPUIO, NyYLIUM
pelleHnem 6yneT npekpaTuTb
06LEeHUA C TAKUM Ye/TOBEKOM
HaBcerga.

He 3a6biBainTe, YTO peasibHbl MUP — 3TO
BCEe Xe He BUpTyaslbHOe obLlleHne, 30ecb
BCe HeOCTaTKMN U LOCTOUHCTBA

Yenoseka (pusnyeckme u rNcrMxonormnyeckme)
BbIFAAAT UHaYe. OTO cnefyeT yYnTbiBaTb

BO BpeMs peasibHOW BCTpPeYMU.
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NMpasuno N2 14, 5

He wnute SMS-coob6uieHusn )

Ha He3HaKOMble HoOMepa TenedoHOoB

Ype3BblHanHO NOMNYNAPHOM CXEeMOW MoLlleHHUYecTBa B MIHTepHeTe aBnsaeTcs
npocbba oTocnate SMS-coobuieHMe Ha HEKOTOPbIM HOMepP, MoC/e Yero Bbl
AKO6bI NONyUYMUTE OOCTYN K XeNaeMoMy COLEPXNMOMY.

KpoMe oTcbinkmn SMS, xakepbl MOTyT

NONPOCUTb BbiCNaTb U UHYIO MHPOopMaLUto —

He roBOpPSA y>Xe O TOM, YTO MOYTU HABEepHAKA — —
c 6banaHca CHUMYT 6onblUMe OEeHbIMN.

He noneHmnTechb 1 NnonwmTe HOMEpP, Ha KOTOPbIW OtnpaebTe SMS
NpocAT oTNpaBmUTb SMS, B 06bIYHOM Ha HOMEP
NOUCKOBUKeE. 3a4acTyto Ha NepPBbIX Xe XXX-XX-XX
cTpaHuLax noncka Bbl yBunamuTe

CcoobLWeHNa OT ObMaHyTbIX

nonb3oBartenen Bpoge: «O6MaHLWmKn!»,

«Hwnuyero He oTcbinanTe!y, V¢
«Pa3Bog, KOHKPETHbIN» U T. M.

Tak>xe npoBepbTe NOAOO6HbIN TenedoH
Ha cneunann3npoBaHHOM camnTe.
KpoMe Toro, cnegyet nomckaTb
OT3bIBbl O CEPBUCE, KOTOPbLIN NPOCUT
oTcbiNnaTb NoaobHble SMS-coobueHus.
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